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TITLE OF THE INVENTION 
ASSET MANAGEMENT SYSTEM 
AND ASSET MANAGEMENT METHOD 

5 BACKGROUND OF THE INVENTION 

The present invention relates to a system for managing an 
asset connectable to a computer network such as a personal 
computer, a facsimile or a printer, and more particularly, to an asset 
management system in which information on the site where an 

10 asset is currently used is gathered from information circulating over 
a computer network and information on software and hardware 
assets installed in the asset is gathered by use of a software 
program distributed to the asset which software program is 
exclusively used for the information gathering, thereby 

15 automatically updating the management information of the asset so 
as to be always the latest one, and further to an asset management 
system and an asset management method in which information on 
an asset being out of a consumable item is gathered, the expiration 
of the lease is kept watch on and the administrator, the user or the 

2 0 like of the asset is notified of the presence of an out-of-stock 
consumable item and the expiration of the lease. 

In companies, when an asset such as a personal computer is 
purchased, generally, the name, the model, the classification (fixed 
asset or leased asset), the date of purchase and the lease expiration 

25 date of the asset, the code number of the section using the asset, 
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the user's code number are registered in a master file for managing 
the asset. When a LAN is built in the company; an IP address 
privately assigned to the asset or the like is also registered. When 
the asset is abandoned, the date of abandonment is registered in the 
5 master file. 

In a case where a purchased asset is transferred to another 
section after registration for a reason such as reuse of an idle asset or 
transfer of the user to the section, when the transfer is reported to 
the administrator, asset management work such as maintenance of 
10 the master file is manually performed on the computer managing the 
master file. 

Therefore, when an asset is transferred to another section 
without the transfer reported to the administrator or when the 
administrator neglects to perform the maintenance work, the section 

15 to which the asset belongs is unknown. Consequently, at the time of 
inventory, for example, it is necessary to make an investigation as to 
whether the asset still exists and when it exists, as to in which 
section the asset is used now. This increases the number of 
man-hours of the work. 

20 The manual maintenance of the master file after the purchase 

of an asset and the increase in the number of man-hours due to the 
investigation of a missing asset as described above lead to an 
increase in the TCO (total cost of ownership). 

In the case of an asset such as a personal computer, it is 

25 frequently performed to newly install a software program, upgrade a 



3 

software program and install additional hardware after the purchase 
of the main apparatus, and the management work of these software 
and hardware assets are also manually performed. Therefore, in a 
case where installation or upgrade of a software program or 
5 installation of additional hardware is not reported to the 

administrator, the contents of the registration disagree with the 
actual condition. 

BRIEF SUMMARY OF THE INVENTION 

10 The present invention is made to solve such problems, and an 

object thereof is to provide an asset management system and an asset 
management method updating the management information of an 
asset so as to be always the latest one at low TCO by automating as 
much as possible the management work that is to be performed 

15 except when the asset is purchased and when the asset is abandoned 
by gathering asset management information including the location of 
the asset from information on a sender and a destination included in 
the header of information circulating over a computer network, and 
gathering information on software and hardware assets installed in 

2 0 the asset with a software program created by use of an API 

(application program interface) capable of conversing with the OS 
(operating system) of an asset such as a personal computer which 
software program is distributed to the asset. 

An asset management system according to a first aspect of the 

25 invention is an asset management system for managing an asset 
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connectable to a computer network, comprising: storage means for 
storing management information of an asset including information 
identifying the asset and information identifying a connection node of 
a computer network to which the asset is connected; gathering means 
5 for gathering the management information included in information 
circulating over the computer network, and including information 
identifying an asset being managed and information identifying a 
connection node to which the asset is connected when it is 
determined that the information circulating over the computer 

10 network is information sent from the asset being managed or 

information addressed to the asset, based on information included in 
the information circulating over the computer network, to identify a 
sender and a destination of the information circulating over the 
computer network; and updating means for comparing the gathered 

15 management information with the storage contents of the storage 
means and when the management information and the storage 
contents are not the same, updating the storage contents of the 
storage means by the gathered management information. 

Moreover, in an asset management system in which an asset 

20 management client of each section gathers management information 
of assets connectable to a computer network which assets belong to 
each section and an asset management server analyzes the 
management information gathered by the asset management client of 
each section to thereby manage assets of all the sections, the asset 

25 management server is provided with a storage medium for storing a 
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master file where management information of an asset including 
information identifying each section, information identifying an asset 
belonging to each section and information identifying a connection 
node capable of connecting the asset at each section to the computer 
5 network is registered; the asset management client is provided with a 
storage medium for storing, in association with information 
identifying the belonging section of the asset management client, 
management information of an asset including information 
identifying an asset belonging to the section of the asset management 

1 0 client and information identifying a connection node of the computer 
network to which the asset is connected; and a controller connected to 
the storage medium, and the controller is capable of gathering the 
management information of the asset belonging to the section of the 
asset management client which management information is included 

15 in information circulating over the computer network and includes 
information identifying an asset, being managed, of the section of the 
asset management chent and information identifying a connection 
node to which the asset is connected when it is determined that the 
information circulating over the computer network is information 

20 sent from the asset, being managed, of the section of the asset 

management client or information addressed to the assets, based on 
information included in the information circulating over the 
computer network, to identify a sender and a destination of the 
information circulating over the computer network; and the asset 

25 management server is further provided with a controller connected to 
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the storage medium and the controller is capable of analyzing the 
management information of an asset belonging to each section which 
management information is gathered by the asset management client 
of each section, comparing the management information with the 
5 storage contents of the storage medium and when the management 
information and the storage contents are not the same, updating the 
storage contents of the storage medium by the gathered management 
information. 

Moreover, an asset management method of this aspect of the 

10 invention is an asset management method in which an asset 

management client of each section gathers management information 
of assets connectable to a computer network which assets belong to 
each section and an asset management server analyzes the 
management information gathered by the asset management client of 

15 each section to thereby manage assets of all the sections, and 

comprises- a step in which the asset management server stores in a 
storage medium a master file where management information of an 
asset including information identifying each section, information 
identifying an asset belonging to each section and information 

20 identifying a connection node capable of connecting the asset at each 
section to the computer network is registered; a step in which the 
asset management client stores in a storage medium in association 
with information identifying the belonging section of the asset 
management chent, the management information including 

25 information identifying an asset belonging to the section of the asset 
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management client and information identifying a connection node of 
the computer network to which the asset is connected; a step in 
which the asset management client gathers the management 
information of an asset belonging to the section of the asset 
5 management client which management information is included in 
information circulating over the computer network and includes 
information identifying an asset, being managed, of the section of the 
asset management client and information identifying a connection 
node to which the asset is connected when it is determined that the 

10 information circulating over the computer network is information 
sent from the asset, being managed, of the section of the asset 
management client or information addressed to the asset, based on 
information included in the information circulating over the 
computer network, to identify a sender and a destination of the 

15 information circulating over the computer network; and a step in 
which the asset management server analyzes the management 
information of an asset belonging to each section which management 
information is gathered by the asset management client of each 
section, compares the management information with the storage 

20 contents of the storage medium and when the management 

information and the storage contents are not the same, updates the 
storage contents of the storage medium by the gathered management 
information. 

In the system and the method of the first aspect of the 
25 invention, management information of an asset being managed such 
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as the destination MAC address and the sender MAC address as 
physical addresses uniquely assigned to an apparatus such as a 
personal computer and the destination IP address and the sender IP 
address identifying the connection node through which the personal 
5 computer is connected to a computer network, that is, the location of 
the apparatus is gathered from the header of information circulating 
over the computer network, the gathered management information is 
compared with the storage contents, and when the management 
information and the storage contents are not the same for a reason 

10 such as transfer of the asset to another section, the storage contents 
is updated by the gathered management information. 

Consequently, the storage contents of the asset management 
information is automatically updated so as to be always the latest one 
without the administrator of the asset performing the management 

15 work that is to be conducted except when the asset is purchased and 
the asset is abandoned. 

In an asset management system according to a second aspect 
of the invention, the management information of the first aspect of 
the invention includes information on a software asset executed by 

20 the asset. 

In an asset management system according to a third aspect of 
the invention, the management information of the first or the second 
aspect of the invention includes information on a hardware asset 
constituting the asset. 
25 According to the second and the third aspects of the invention, 
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a software program created by use of an API capable of conversing 
with the OS of an asset such as the personal computer is distributed 
to the asset to gather information on the software and hardware 
assets managed by the OS of the personal computer. 
5 Consequently, the management information of a software 

asset installed or updated after the purchase of the asset or the 
management information of an added hardware asset is 
automatically updated so as to be always the latest one. 

In an asset management system according to a fourth aspect 

10 of the invention, the management information of any of the first to 
the third aspects of the invention includes information on 
classification as to whether the asset is a leased asset or not and 
information on a lease expiration date of the asset, further 
comprising- means for comparing a current date and the lease 

15 expiration date of the asset and means for providing a notification 
that the lease has expired when it is detected that the lease has 
expired as a result of the comparison by the comparing means. 

According to the fourth aspect of the invention, information as 
to whether the asset is a leased asset or not and information on the 

20 lease expiration date are stored as the management information of 
the asset, the information on the lease expiration date of the asset is 
compared with the current date, and when it is detected that the 
lease has expired, the administrator, the user or the like of the asset 
is notified of this. 

25 Consequently, a notification that the lease has expired is 
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provided without the administrator performing the management 
work except when the asset is purchased and the asset is abandoned. 

In an asset management system according to a fifth aspect of 
the invention, the management information of any of the first to the 
5 fourth aspects of the invention includes information on an amount of 
stock, a lower limit of amount of stock and an amount of 
replenishment at one time of a consumable item consumed by the 
asset, the gathering means is provided with means for gathering 
information on the asset being out of a consumable item, and the 

10 updating means is provided with: means for, when it is detected that 
the asset is out of a consumable item, determining whether the 
amount of stock becomes less than the lower limit after 
replenishment of the consumable item or not; and means for 
providing a notification that the consumable item is short of stock 

15 when the amount of stock becomes less than the lower Umit. 

According to the fifth aspect of the invention, information on 
the amount of stock, the lower limit of amount of stock and the 
amount of replenishment at one time of a consumable item such as 
ink consumed by an asset such as a printer is stored as management 

20 information of the asset, the asset gathers information on the asset 
being out of a consumable stock by detecting, for example, blinking of 
a lamp notifying the user that the asset is out of the consumable item, 
and in a case where the amount of stock becomes less than the lower 
limit after replenishment of the consumable item when it is detected 

2 5 that the asset is out of the consumable item, a notification that the 
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consumable item is short of stock provided to the administrator, the 
user or the like of the asset. 

Consequently, the administrator, the user or the like is 
notified of a consumable item being short of stock without the 
5 management work of the consumable item being performed, so that 
the consumable item can be always in stock. 

The above and further objects and features of the invention 
will more fully be apparent from the following detailed description 
with accompanying drawings. 



BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE 
DRAWING 

FIG. 1 is a structural view of an asset management system of 
the present invention; 
15 FIGS. 2A through 2E are views (l) of the record formats of 

masters; 

FIGS. 3A through 3B are views (2) of the record formats of 
masters; 

FIGS. 4A through 4C are views of the record formats of logs; 
20 FIG. 5 is a view of the frame format; 

FIG. 6 is a flowchart of a communication information 
gathering procedure; 

FIG. 7 is a flowchart of a software/hardware information 
gathering procedure; 
25 FIG. 8 is a flowchart of a gathered information analysis 
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procedure; 

FIG. 9 is a flowchart of an out-of-order asset management 
master monitoring procedure; 

FIG. 10 is a flowchart of a consumable item management 
master monitoring procedure; and 

FIG. 11 is a flowchart of an alarm notification procedure. 



DETAILED DESCRIPTION OF THE INVENTION 
FIG. 1 is a structural view of an asset management system of 

10 the present invention (hereinafter, referred to as the present 

invention system). FIGs. 2 and 3 are views of the record formats of 
masters. FIG. 4 is a view of the record formats of logs. 

To a basic LAN 10, the following are connected: an asset 
management server 101 that analyzes the management information 

15 of all the assets of the company which management information is 
gathered and distributed by an asset management chent 301 of each 
section by a procedure described later to the asset management 
server 101, and updates the asset management information 
registered in a hardware asset master 104, a software asset master 

20 105, an asset management register master 107 and the hke to be 
always the latest information; and a mail server 102 that sends 
various notifications (that an asset is unregistered, that a 
consumable item is short of stock, and the like) described later to the 
managers, the users or the like of the assets in a mail format. The 

25 computer network to which the mail server 102 is connected is not 
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limited to the basic LAN 10. 

When an asset is purchased, initial information is registered 
in a section network master 103, the hardware asset master 104, the 
software asset master 105, a user/administrator master 106 and the 
5 asset management resister master 107 by the administrator. The 
registered information is automatically updated to the latest one by 
the asset management server 101 except when the asset is purchased 
and when the asset is abandoned. 

The section network master 103 is provided with, as shown in 
10 FIG. 2A, registration items such as the section code, the section name, 
the section segment address, the administrator code and the asset 
management client information of each section. 

The hardware asset master 104 is provided with, as shown in 
FIG. 2B, registration items such as the asset management number, 
15 the asset name, the model, the classification (fixed asset or leased 
asset), the date of purchase, the date of abandonment and the lease 
expiration date of each hardware asset. 

The software asset master 105 is provided with, as shown in 
FIG. 2C, registration items such as the asset management number, 
20 the asset name, the model (including the version), the classification 
(fixed asset or leased asset), the date of purchase, the date of 
abandonment, the lease expiration date, the number of licenses and 
the name of the execution form of each software asset. 

The user/administrator master 106 is provided with, as shown 
25 in FIG. 2D, registration items such as the section code, the user code, 
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the user name, the telephone number (TEL) and the email address of 
each employee. 

The asset management register master 107 is provided with, 
as shown in FIG. 2E, registration items such as the asset 
5 management number, the user code, the classification (hardware or 
software), the IP address, the user host information and the 
consumable item management code (when a consumable item is 
required) of each asset. 

An out-of-order asset management master 108 is provided 
10 with, as shown in FIG. 3A, registration items such as the asset 

management number, the date of occurrence of the trouble, the date 
when a request for repair is made, the repair condition, the 
prearranged date of delivery and the date of delivery of an 
out-of-order asset. 

15 A consumable item management master 109 is provided with, 

as shown in FIG. 3B, registration items such as the part code, the 
part name, the model, the necessary number (the lower limit of 
amount of stock and the amount of replenishment at one time), the 
number of items in stock, the quantity of order, the prearranged date 

20 of delivery and the date of delivery of each consumable item. 

To the basic LAN 10, a section LAN 30 of each section is 
connected through a network 20 such as the Internet. 

The asset management chent 301 connected to the section 
LAN 30 gathers management information such as the destination 

25 MAC address or the sender MAC address and the destination IP 
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address or the sender IP address included in the header from 
information circulating over the network 20 and addressed to or 
transmitted from an asset such as a user personal computer 302, a 
section server 303 or the like of the belonging section of the asset 
5 management client 301, and distributes the gathered information to 
the asset management server 101. 

The position where the asset management client 301 is placed 
is not hmited to on the section LAN 30.* the client 301 may be placed 
in any position, for example, in a router connecting the LANs 
10 together as long as the information circulating between the network 
20 and the section LAN 30 passes through the position without fail. 

A section network master 304 is distributed from the asset 
management server 101 to the asset management client 301 of each 
section, and the registration items thereof are similar to those of the 
15 section network master 103 shown in FIG. 2A. 

A communication log 305 comprises, as shown in FIG. 4A, 
data items such as the date of communication, the sender MAC 
address, the destination MAC address, the sender IP address, the 
destination IP address, the sender port number, the destination port 
20 number and data portion (the head fixed). 

A software gathering log 306 comprises, as shown in FIG. 4B, 
data items such as the date of gathering, the user host information, 
the IP address (of an installed asset) and the name of the execution 
form. 

25 A hardware gathering log 307 comprises, as shown in FIG. 4C, 
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data items such as the date of gathering, the user host information, 
the IP address (of an incorporated asset) and the part code. 

Next, a communication information gathering procedure of 
the present invention system will be described with reference to the 
5 frame format of FIG. 5 and the flowchart of FIG. 6. 

The basic LAN 10, the network 20 and the section LAN 30 
adopt a communication protocol circulating information in units of 
blocks called frames, and the format thereof is defined as shown in 
FIG. 5. 

10 First, a frame circulating over the network is read (step S6-l) 

and whether the frame is addressed to the LAN of the belonging 
section of the asset management client 301 or not is determined (step 
S6-2). 

When the frame is addressed to the LAN of the belonging 
15 section of the asset management client 301, the LAN header is 

searched (step S6-3) and the destination MAC address is obtained 
(step S6-4). Then, the IP header is searched (step S6-5) and the 
destination IP address is obtained (step S6-6). Then, the TCP 
header is searched (step S6-7) and the destination port number is 
20 obtained (step S6-8). 

When it is determined at step S6-2 that the frame is 
addressed to another section, the LAN header is searched (step S6-9) 
and the sender MAC address is obtained (step S6-10). Then, the IP 
header is searched (step S6-11) and the sender IP address is obtained 
25 (stepS6-12). Then, the TCP header is searched (step S6- 13) and the 
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sender port number is obtained (step S6-14). 

The obtained information is output to the communication log 
305 (step S6-15) and the communication log 305 is distributed to the 
asset management server 101 at an appropriate time (step S6-16). 
5 Next, a software/hardware information gathering procedure of 

the present invention system will be described with reference to the 
flowchart of FIG. 7. 

The registered information of the asset management register 
master 107 of each section is read until the file ends (steps S7- 1 and 
10 S7-2) and a software/hardware asset gathering program created by 
use of an API capable of conversing with the OS of the asset is sent to 
the host (step S7-3). 

The process waits until all the gathering results are obtained 
(S7-4) and the obtained gathering results are output to the software 
15 and hardware gathering logs 306 and 307 (step S7-5). 

Next, a gathered information analysis procedure of the 
present invention system will be described with reference to the 
flowchart of FIG. 8. 

The communication log 305 of each section is analyzed (step 
20 S8-1) and whether the MAC address and the IP address are those of 
an asset being managed or not is determined (step S8-2). When the 
addresses are not those of an asset being managed, since an asset 
being not managed such as an asset obtained by means other than 
purchase is connected to the section LAN, an alarm notification that 
25 the asset should be registered in the asset management register 
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master 107 is provided to the administrator, the user or the like (step 
S8-3). 

When it is determined at step S8-2 that the addresses are 
those of an asset being managed, whether the addresses are those of 
5 the host concerned or not is determined (step S8-4). When the 
addresses are not those of the host concerned, since the asset is one 
having been transferred to another section, the contents of the 
registration of the asset management register master 107 are 
automatically updated (step S8-5) and an alarm notification that the 
10 contents of the registration have been automatically updated is 

provided to the administrator, the user or the like of the asset (step 
S8-6). 

Then, the software or the hardware gathering log 306 or 307 
of each section is analyzed (step S8-7) and whether the software or 

15 the hardware asset is one being managed or not is determined (step 
S8-8). When the asset is not one being managed, since it is, for 
example, a newly installed or upgraded software asset or an added 
hardware asset, the contents of the registration of the asset 
management register master 107 is automatically updated (step 

20 S8-9) and an alarm notification that the contents of the registration 
have been automatically updated is provided to the administrator, 
the user or the like of the asset (step S8-10). 

When it is determined at step S8-8 that the software or the 
hardware asset is one being managed, only in the case of a software 

25 asset, whether the number of licenses exceeds approved number or 
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not is determined (step S8-II). When the number of licenses 

exceeds the approved number, an alarm notification that the software 

asset is unauthorizedly used is provided to the administrator, the 

user or the like of the asset (step S8-12). 
5 Next, an out-of-order asset management master updating 

procedure of the present invention system will be described with 

reference to the flowchart of FIG. 9. 

For example, the out-of-order asset management master 108 

is read record by record with a frequency such as once a day (step 
10 S9-1) and whether data is registered for the item of the date of 

delivery or not is determined (step S9-2). When data is registered, 

the next record is read. 

When no data is registered for the item of the date of delivery 

in the read record, whether the current date is later than the 
15 prearranged date of delivery or not is determined (step S9-3). When 

the current date is later, an alarm notification notifying this is 

provided to the administrator, the user or the like of the asset (step 

S9-4). When the current date is not later, the process proceeds to 

step S9-5. 

20 Steps S9-1 to S9-4 are repeated until all the records end, and 

when all the records of the out-of-order asset management master 
108 end (YES of step S9-5), the process is ended. 

Next, a consumable item management master monitoring 
procedure of the present invention system will be described with 

25 reference to the flowchart of FIG. 10. 
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The consumable item management master 109 is read, and an 
asset such as a printer detects a lamp or the like blinking to notify 
the user that the asset is out of a consumable item, thereby 
determining whether the asset is out of the consumable item or not 
5 (step SlO-l). When the asset is not out of the consumable item, the 
process proceeds to step SlO-4. 

When the asset is out of the consumable item, the information 
on the amount of replenishment at one time registered in the 
consumable item management master 109 is subtracted from the 
10 number of items in stock to determine whether or not the number of 
items in stock becomes less than the lower hmit to be insufficient 
after the replenishment (step SlO-2). 

When the number of items in stock becomes insufficient after 
the replenishment, an alarm notification that the consumable item is 
15 short of stock is provided to the administrator, the user or the like of 
the asset (SlO-3). 

When the number of items in stock does not become 
insufficient after the replenishment, whether data is registered for 
the item of the date of delivery or not is determined for all the 
20 consumable items (step SlO-4). 

When data is registered for the item of the date of delivery, the 
process is ended. When no data is registered, whether the current 
date is later than the prearranged date of delivery or not is 
determined (step SlO-5). When the current date is later, an alarm 
2 5 notification notifying this is provided to the administrator, the user or 
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the like of the asset (step SlO-6). When the current date is not later, 
the process is ended. 

The work may be performed in conjunction with a separately 
constructed consumable item automatically ordering system in such 
5 a manner that the alarm notification that a consumable item is short 
of stock is provided from the asset management system to the 
ordering system and receiving this alarm notification, the ordering 
system automatically orders the consumable item. 

Next, an alarm notification procedure of the present invention 
10 system will be described with reference to the flowchart of FIG. 11. 

The alarm contents (automatic update, unauthorized use of a 
software program, presence of an out'of-stock consumable item, delay 
in dehvery or the like) is edited into a mail format (step Sll-l), and is 
linked with the mail server 102 (step Sll-2), the notification is sent to 
15 the administrator, the user or the like of the asset. 

The computer program for the asset management as described 
above may be provided by preinstalling it on a computer or may be 
provided through a portable record medium such as a CD-ROM or an 
MO. Further, the program may be provided through a 
2 0 communication line . 

As this invention may be embodied in several forms without 
departing from the spirit of essential characteristics thereof, the 
present embodiment is therefore illustrative and not restrictive, since 
the scope of the invention is defined by the appended claims rather 
25 than by the description preceding them, and all changes that fall 
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CD-ROM or an MO. Further, the program may be provided 
through a communication line. 

As this invention may be embodied in several forms without 
departing from the spirit of essential characteristics thereof, the 
5 present embodiment is therefore illustrative and not restrictive, 
since the scope of the invention is defined by the appended claims 
rather than by the description preceding them, and all changes that 
fall within metes and bounds of the claims, or equivalence of such 
metes and bounds thereof are therefore intended to be embraced by 
10 the claims. 



